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Lecture objective

The student will recognize the following objective :

» Encryption and Decryption using Hill
Cipher when 2D Key.



Hill Cipher

This encryption algorithm takes m successive plaintext letters and
substitutes for them m Ciphertext letters. The Hill cipher uses matrix
multiplication, mod 26. In particular, the encryption key iIs an n * n
matrix, where n is the block size. System can be described as follows:

Encryption equation willbe: € = (P * K) mod 26
Decryption equation will be: P = (€ * K~1) mod 26

Where P ey Plaiintext
( ey Giphertext

K————> Key

Note: The Key must be in the form of a matrix.
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Example 1
Encrypt and decrypt the Plaintext “math” by using Hill Cipher with

the Key:
K — (3 1)
6 5
Ans:-
1. Encryption Algorithm C = (P * K) mod 26
Plaintext ———— > ma th
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(@)=(()C b)) moaze
(2) - ((102) ’ (2 é)) mod 26

Cq = ((12*3)+(0*1)) mod 26
C; = (36) mod 26

C;=10=K

P3 19
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(@)= 3)moaze

Cp, = ((12*6)+(0*5))m0d26
C, = (72) mod 26
C,=20=U



The Ciphertext is: €,,03C4 ————> “KUMT”



Inverse of the Matrix

k=g
K1 = ((det(K)) * KT) mod 26

K-1= ((3) ¥ (_56 —31)> mod 26

35 3*(—1)
3 *(—6) 3*3

det(K) = ((3 *5) — (1 % 6))m0d 26
det(K) = ((15) — (6)) mod 26

det(K) = (9)mod 26 = 9 K1 = )mod 26
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Verify
We can also verify this by multiplying both matrices in question together:
1 0
0 1)

((2 ;) * (185 293)> mod 26
((3*15)+(1*8) (3 %23) + (1 %9)

(6*15)+(5%8) (6*23)+(5*9)

(53 78
130 183

(K« K~1) mod 26 = (

) mod 26

) mod 26

(53m0d26 78m0d26)_(1 O)

130 mod 26 183 mod 26/ \0 1



2. Decryption Algorithm P = (C * K_l) mod 26
Ciphertext —————> KU MT

vV A\ 4
C1 C; C3 C4

Vv v v v
Number — ___5 1020 12 19



(2) = (G0)+ (5 %)) modze
P; = ((10 % 15) + (20 * 23)) mod 26

P= ((150) + (460) ) mod 26
P;=(610)mod 26 =12 = m

P, = ((10 % 8) + (20 * 9)) mod 26
P,= ((80) + (180)) mod 26
P,=(260)mod 26 =0 =a



(ﬁi) - (Gé) * (185 293)) mod 26

The Plaintext is : P{P,P3P4y —> “math”




K — (3 1) K-1= (185 293)
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Homework

1. By using Hill Cipher, encrypt the message
“telecommunication” using the matrix key:

K= (157 g)

2. By using Hill Cipher, decrypt the message
“GEACUFQZVEUQZKBWDK” using the matrix key:

K= (176 514)



